WBaHos
AHTOH AnekcaHapoBuy

3aBeyoLLnin Kadheapoit
rPaXAAHCKOro npasa
HIY BLL3, kaHanpat
OPUANYECKINX HaYK,
npodpeccop
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TEOPWA U NMPAKTUKA

XPAHEHWE MEPCOHAJIbHbIX
NAHHBIX 3A PYBEXXOM C TOHKN
SPEHWA POCCUINCKOIO MPABA

ABTOp nccneayet BeefieHHble B 2014 1. B poccuiicKoe 3a-
KOHOJAaTeNbCTBO 3anpeThbl, CBA3aHHbIE C JloKanuaauuen
NepPCOHaNbHbIX JaHHbIX 0TEYECTBEHHbIX MONIb30BaTENen
cetn HTepHeT Ha Tepputopumn Poccuu. lposeneHHoe
uccnenoBaHne NoOKasbiBaeT, YTO Mpejnonaraembie 3a-
KOHOJAaTeNIbCTBOM OrpaHnYeHns TpaHCrpaHU4yHoW nepe-
[a4u JaHHbIX BbI3blBAKOT BOMPOCHI HE TONLKO B 4acTy
KOHTPOJA HAZ UX COOMIOAEHNEM, HO U C TOYKIN 3PEHNS UX
COOTBETCTBUA HOpPMam MeXAayHapoaHoro npaea U KoH-
cTutyuun PO.

KrroveBbie crioBa: nepcoHasbHble gaHHble, 6a3bl AaHHbIX, MHpopmaums, IHTepHer,
onepaTopbl UHGHOPMALMOHHBIX CUCTEM

B nocnepHwe ropbl 0CHOBHLIM TPeHAOM B pa3sutum VIHTepHeTa B Poccun sensetcs
€ro rocyfapCTBeHHOE perynmpoBaHue, KOTopoe CBOAUTCSH B OCHOBHOM K PasfinyHbIM
3anpeTtam u orpaHn4deHunam. He 6yaem obcyxaaTb NpuyvHbl NPO6MeEM € NMO3UTUBHBIM
perynupoBaHvem, a neperifeM K 3akoHy, Bbi3BaBLUeMy Hambornbluee BHMMaHue, a
nmeHHo ®epepanbHomy 3akoHy oT 21.07.2014 Ne 242-03 (ganee — 3akoH Ne 242),
YyCTaHOBMBLLEMY 3anpeT XpaHUTb NepcoHarnbHbIe AaHHbIe POCCUMCKUX MpaXaaH 3a py-
6exom. MpaBga, Ha3BaHWe ero BrofiHE HEBUHHO — «O BHECEHUWN U3MEHEHWI B OT-
JenbHble 3akoHofdaTernbHble akTbl Poccuinckon defepanmm B HacTn yTOYHEHUA nopaa-
Ka 06paboTKM MepcoHasnbHbIX AaHHbIX B MH(OPMALMOHHO-TENEKOMMYHUKaALMOHHbBIX
ceTsx».

CtpykTypa 3akoHa Ne 242 gosonbHO npocta. OH BHOCUT n3MeHeHus B ABa apyrux de-
JepanbHbiX 3akoHa — 0T 27.07.2006 Ne 149-®3 «O6 nHdopmauum, nHhopMaLMOoH-
HbIX TEXHOMOMMSAX M 0 3alumTe nHopmMaumm» (ganee — 3akoH 06 MHopmaLuum) n ot
27.07.2006 Ne 152-®D3 «O nepcoHanbHbIX faHHbIX» (anee — 3aKoH O NepCcoHasbHbIX
JAaHHbIX). YacTb N3MEHEHMIN HOCUT TEXHUYECKMIA XapaKTep 1 CBA3aHa C BBEAEHMEM TakK
HasbiBaeMoro PeecTpa HapyLuuTenen npas CybbeKTOB NePCOHabHbIX AaHHbIX.
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Author provides analysis of prohibiting norms introduced
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OxpaHa nepcoHanbHbIX AaHHbIX MPU UX aBTOMaTU3U-
poBaHHOM 06paboTke 6bina BBedeHa B Poccuu noutn
JecaTb neT Hasaf, COOTBETCTBYET paTtuduLMpOBaHHON
Hamn KoneHumn Coseta EBponbl Ne 108 «O 3awmte
PU3NYECKMX NUL, B OTHOLLIEHUN aBTOMAaTU3NPOBAHHOW 06-
paboTKM NepcoHasbHbIX AaHHbIX>» (ganee — KoHBeHUusi 0
nepcoHanbHbIX AaHHbIX, KoHBeHuust Ne 108). To, 4TO MO-
XeT 6bITb co3faH PeecTp HapylumuTenen npas cCy6beKToB
nepcoHasbHbIX AaHHbIX, 8 CaMy HapyLIMTeNnn — nopBep-
raTbCs CaHKLMSAM, COOTBETCTBYET M 3aKOHY O NepcoHarsib-
HbIX AaHHbIX, 1 KoHBeHumn Ne 108.

Mpes o Tom, 4TO JOCTYN K NepcoHarnbHbIM AaHHbIM, Hesa-
KOHHO pa3MeLLieHHbIM B ceT VIHTepHeT, [oMmkeH 6bITb npe-
KpaLLieH, COMHEHWI He BbI3blBaeT. B MPOTUBHOM criyvae He
6b1510 6bI HKaKOro cMbicna B patudurkaumm KoHseHummn o
nepcoHasbHbIX faHHbIX, a HaJo 66110 6kl NPUAEPXMBaTLCS
npuHumna ceobofbl VHTepHeTa. Bonpoc Xe o0 ype3mep-
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HOCTV GIOKMPOBKM BCEro CEeTeBOro pecypca (CeteBoro
agpeca, JOMEHHOro MMEeHW, yKasaTesns CTpaHul) rpu oT-
Kase W1 yKIIoOHeHUM 65I0KMpOoBaTh OTAENbHbIE ero Yactu
(cTpaHuLbl), comepallne HapyLIeHVsi, TpebyeT AOMNOoMnH-
TESIbHOr0 06CYXXAEHUSA C YHETOM LUMPOThI MOHATUSA NEPCo-
HambHbIX OaHHbIX.

BTopas 4acTb M3MeHeHU HaCTONMbKO Cepbes3Ha, YTO OHa
OyKBasIbHO B30opBasia BCe UHTEPHET-CO06LLECTBO. Peub nget
06 yCTaHOBMEHUN 06s3aHHOCTU obrafarener MHdopma-
UMM 1 onepaTopoB MHAOPMAaLMOHHBLIX CUCTEM OOecreqUTh
3anvck, cucTemMaTn3aumio, HakorieHme, XpaHeHve, yToHHe-
Hue (06HoBIIEHWE, UBMEHEHNE), U3B/IEHEHNE MePCOHATTbHbBIX
JAaHHbIX rpaxxgaH Poccwvickori denepaymy ¢ UCrosib30BaHN-
eM 6a3 [aHHbIX, HaxodsaLmxcs Ha Tepputopun Poceurickoi
®Degepaymm. ITa 0683aHHOCTb pacrnpocTpaHeHa Ha BCe
nepcoHasibHble AaHHbIe, 3a UCKITIoHeHeM pafa cdep, KOTo-
pble KacarTcs B OCHOBHOM AEATENIbHOCTU MOCYAAPCTBEHHbIX
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OpraHoB (MCrofHeHVe MEeXOyHapOaHbIX AOrOBOPOB, MPaBo-
cyave, rocynapCTBEHHbIE Y MyHULMNATbHbIE YCIyTi).

Mpn dopmMynuposaHuM HOBOW 06GA3AHHOCTU KIHOYEBOE
3Ha4YeHve MeIoT cnepyloLme ee asieMeHTs!. Bo-nepsbix,
ee 00beKTbl — nepcoHasbHble AaHHble. Bo-BTOpbIX, ee
Cy6bLeKTbl — obragareny uHdopmauum 1 onepaTopsl
WMHMOPMAaLIMOHHBIX CUCTEM. B-TpeTbux, 3TO ee copepxa-
HWe — npoBefeHne onepaunii ¢ nepcoHanbHbIMU faHHbI-
MU Npy noMoLLn 6a3 faHHbIX, HAXOAALMXCA Ha TeppuUTo-
pun Poccunckon ®epepaunn.

lNoHsiTME nepcoHarsbHbIX AaHHbIX onpepeneHo B KoH-
BeHuMn Ne 108 1 3akoHe 0 mMepcoHanbHbIX AaHHbIX Mpe-
aenbHo wupoko. B KoHeeHumn Ne 108 nepcoHanbHble
JaHHble — 37O Nobas nHdopmaumsa 06 onpefeneHHoMm
Unu nogparoLemMcs onpedeneHnio (pusn4eckom nuue.
B 3akoHe 0 nepcoHarnbHbIX AaHHbIX OHM MOHMMAKOTCS Kak
nobasn nHpopMaLms, OTHOCALLAACA K NPSMO UIN KOCBEH-
HO onpefeneHHoOMy WUnu onpegenseMomy usnyeckomy
nuuy. MNMpuBegeHHble HOPMYNMPOBKN Marno Yem OTn4a-
I0TCA ApYr OT Apyra, N0STOMY MOXHO caefnaTtb BbIBOA, YTO
n B KoHeeHumm Ne 108, n B 3akoHe 0 MepcoHarbHbIX faH-
HbIX NocfeAHue onpeaeneHbl 0QUHAKOBO.

C y4eToM TOro, 4TO B HACTOsLLIEl CTaTbe peyb UaeT o nep-
COHasbHbIX AiaHHbIX B CETU VIHTEpHET, Ha OCHOBe aHanun3a
ero CoAepXMMOro MOXHO AaTb CreayloLmii OTKPbITbIN
nepeYeHb 3TUX AaHHbIX:

1) dhammnus, Msa 1 0THECTBO rpaxnaHuHa;

2) BO3pacT, OeHb POXAEHUA, UHble OaTbl B XU3HU Fpax-
OaHUHa;

3) non;

4) MecCTO XWTenbcTBa M N0Oble MHble OTHOCALUMECH K
rpaxnaHvHy agpeca (agpec Ons nepenvcku, ansa oTrpys-
Ku, agpec Ans [OCTaBKM CHETOB);

5) paHHble 06 06pa3oBaHUN rPpaXKAaHUHA;

6) npodeccusi, Mecto paboThbl, JOSHKHOCTH;

7) NNYHbIE Ka4ecTBa, YBIeYeHns, Xobou;

8) nobble n306paxeHnsa rpaxgaHnHa (PoTo, PUCYHKM,
LLapXXK, KOnaxm);
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9) HacTpoeHWe B AaHHbI MOMEHT;
10) Opy3bs 1 3HAKOMbIE;
11) Homepa TenedoHoB;

12) HOMepa pacyeTHbIX CHETOB U [aHHble KPEOUTHbIX
KapT;

13) nacnopTHble JaHHbIe;

14) VIHH, Homep cBuaeTenbCcTBa COLMANbHONO CTPaxo-
BaHWA 1 gpyrve Homepa, No3BonstoLLMe NOEHTUDULMPO-
BaTb rpaxaaHnHa;

15) QOMEHHbIE MMeHa, agpeca 3NeKTPOHHOW MoYThI, CTa-
Tnyeckue IP-agpeca;

16) MHble cBefeHUA N MmaTtepualibl O XU3HU rpakgaHuHa.

3ameTnm, 4TO nepcoHasbHble AaHHble, NPVYBEAEHHbIE B
rnepeyHe, HepaBHO3HAYHbI C TOYKM 3PEHUs onpefeneHns
nmua, K KOTOPOMY OHW OTHOCATCA. Ecnv ums rpaxaaHnu-
Ha Bcerga VHOMBMOyanu3upyeT ero, 4To COOTBETCTBYET
paxgaHckoMy kogekcy P® 1 KoHuenummn npasa Ha nMms,
CMOXMWBLLENCS B POCCUNCKON LMBUIMCTUKE, TO OCTallbHble
JaHHble MeHee KOHKPETHbl M MOryT ObITb Knaccuuum-
pOBaHbl C TOYKM 3PEHNSA CTEMEHU OMPegenumocTy nmua.
Tak, nto6ble AaHHble N3 NepeyHs, ynoTpebeHHble BMecTe
C VIMEHeM rpaxaaHuHa (accoumMmpoBaHHbIe C HUM), BCer-
Ja 6yayT nepcoHanbHbIMK'.

Ecnu xe paHHble ynoTpebnsaTcsa OTAENbHO OT UMEHU
rpaxgaHuHa, To MNpu3HaHue MX NepcoHasnbHbIMU 3aBU-
CUT OT TOro, onpegenvMma fv npy NOMOLLM HUX JINYHOCTb
rpaxgaHnHa. OgHU OaHHble NMO3BONSAKT ONPELENUTbL ee
CPaBHUTENbHO NErko, Apyrne TPebyroT BbINOSIHEHWs [0-
BOMIbHO CJIOXHbIX MNpouenyp, TPeTbW, MpU OTCYTCTBUMU
durkcaumm Kakux-nmbéo WHbIX OaHHbIX, BOOOLLE He cro-
COOHblI MHAMBMAOYanM3npoBaTb rpaxgaHvHa. K nepsebiM

' B aTOM nopxofe 3anoXeHo flornyeckoe npotusopeyune. Kakon
CMbICI BbIOENATb Takne nepcoHanbHble AaHHbIe, KOTOPbIE MO-
ryT CYATaTbCS VMW, N1LLB ByAy4n pacrnpocTpaHeHHbIMU BMe-
cTe C UMeHeM rpaxpaaHuHa? Camu xe no cebe OHW NULLEHbI
Ka4yecTBa NepcoHasbHbIX AaHHbIX. BbiNo 6bl NOMMYHO UCKHO-
YATb UMSA FpaXAaHWHa U3 MepeyHss NepcoHanbHbIX AAHHbIX.
Torpa 6bl 3apabotanv gBa Opyrvx Kputepusi, cogepxalimecs
B OMpeAeneHnn nNepcoHanbHbIX AaHHbIX, @ UMEHHO TO, YTO OHU
LenatoT rpaxaaHuHa (1 ero nMs) onpepeneHHsIM Unu onpege-
NUMBIM.



OTHOCATCH U3006paXeHUs rpaxaaHuHa, ykasaHue Ha Mme-
CTO €ro XuTenbCcTBa, paboTy UM OOMMKHOCTL (abCcontoT-
HO OmnpepfeneHHble NepcoHasibHble AaHHbie). [donycTum,
CKa3aHo, 4YTO peyb MOET O PpyKoBOAUTENE TeppuTopu-
anbHOro opraHa WCMOSIHUTENbHOM BracTu 6e3 yKasaHus
ero umeHn. K TpeTbuM OTHOCATCHA Takue 0606LLEeHHble
JaHHble, Kak noJsl, BO3pacT, AaTa poXAeHUs, HaCTPoeHWeE,
o6paszoBaHue. CkaxeMm, ecnvm Cnpocunm o Bo3pacTte, HO
He CNpoCcuUnn UMeHu, Bpsag NN 9TO Kak-TO BbIOENNUT Bac U3
OrPOMHOI0 4Y1Ca POBECHUKOB.

MocpednHe Mexay aTUMK NorrcamMu fexart Bce ocTallb-
Hble nepcoHasibHble AaHHble (OTHOCUTENbHO OonpeneneH-
Hble nepcoHasnbHble gaHHble). CTeneHb onpeaenvMMocT
rpaxgaHuHa npu MoMOLM HUX pasnu4yHa. Hanpumep,
OfHW [aHHble MOXHO MAEeHTUMULMPOBaTL NULLL 6raro-
Japsi onepaTtuMBHO-Pa3bICKHbIM MeponpuaTUaM (Hanpu-
Mep, WHGOPMaLMIo O TOM, KOMY MpPUHAANeXuT anpec
SMEKTPOHHONM MOYTbl MNWM cTatuyeckuii IP-agpec). Opy-
rve cBefleHns ecTb Yy 6aHKOB, TeNleOHHbLIX KOMMaHu,
rocyfapCTBEHHbIX OPraHoB UM B UHPOPMALIMOHHBIX CU-
cTemMax, [OoCTyn K KOTOpbIM orpaHuyeH. Peyb npget o Ho-
Mepax TenedoHoB, 6QHKOBCKMX W MaCMOPTHLIX AaHHbIX
1 T.n. OrpaHN4eHHOCTb JOCTYNa K TaK1MM AaHHbIM He npe-
NATCTBYET psfy CyOGbeKTOB ero nMeTb. HakoHew, psag nu
MOXHO MAEHTUdMLMPOBAaTL MPY MOMOLLM HE3AKOHHO pac-
nNpocTpaHsembix 6a3 AaHHbIX.

Henb3a He ckasaTb U O BO3MOXHOW KOMOMHAUMK rep-
COHasbHbIX AaHHbIX. JIMLO, KOTOPOEe Henb3a onpenennTb
npv NOMOLLM OJHOW KaTeropum CBEAEHUIN, BIOJHe orpe-
OenuMo Mnpu COBMELLIEHUU [BYX WUNKN 6onee KaTeropumn.
Hanpumep, coBmeLLieHne nona n Bo3pacTta He NMpUBEAET K
OOMKHOW naeHTUmKaLuumn, a ecnu 4o6asnTb K HUM MECTO
paboThbl, TO CyObEKT CTAHET BMOMHE ONpeaenum. 3To npu-
[aeT nepcoHasbHbIM AAHHBLIM YCIIOBHBIN U OTHOCUTETb-
HbI xapakTep. lNpu3HaHne ToM UM MHOW MHopmaLmn
nepcoHasnbHbIMU AaHHBbIMU HAYMHAET 3aBUCETL OT TOro, B
pamkax Kakux OTHOLLEHWA oHa ucrnone3yetcd. [Ana cetu
MHTepHeT Takaa HeonpefeneHHOCTb onacHa u cospaet
Ype3MepHbIe PUCKU OrpaHnyeHnsi cBO6OAbI.

MpenenbHO LUMPOKUIA MNepeYvYeHb MNepCcoHanbHbIX
OaHHbIX, 3akpenneHHbIn B KoHBeHuun Ne 108 1 3a-
KOHE O MepCOHasnbHbIX AaHHbIX, MPUTOM YTO MHO-
rMe N3 HUX UMEIOT YCIIOBHbIA N OTHOCUTESbHbIN Xa-
pakTep, 3acTaBfiSIET BCEX, KTO UMEET C HAMW [ENO,
nepecTpaxoBbIBaTbCs M NpuberaTh K 3alyute gaxe
TEeX U3 HUX, KOTOPbIE 3aLLNUTbl HE TPEOYIOT.
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OT10 eLle 60sblUe paclumpseT cdepy NpuMeHeHns 3ako-
Ha Ne 242 1 0CNOXHAET NMOMoXeHMe Tex, KTO UMEET Aero
C NepcoHanbHbIMN fAHHLIMW B CETU VIHTEPHET, MOCKOSbKY
3apaHee HeU3BEeCTHO, Kakas nHopmauus 6yneT npusHa-
Ha nepcoHasibHbIMU OaHHbIMUY, a Kakasi — HeT.

K uucny cy6bekToB HOBOM 0653aHHOCTU, NpeayCcMOTPEH-
Horn 3akoHoM Ne 242, oTHOCATCS o6nagareny nepcoHanb-
HbIX AAHHLIX 1 onepaTopbl MIHPOPMALMOHHBLIX CUCTEM.

HayHem c o6nagatenevi nHgopmaymm. DTO NOHATUE
B KonBeHuun Ne 108 oTcyTCTBYeT, BMECTO HEro uc-
nosnb3yeTcs 605ee TOYHbIA TEPMUH «CYOBEKT AaHHbIX»
(data subject), a UMEHHO TO hU3MYECKOE NNLO, NMEPCO-
HanbHble OaHHble KOTOPOro nognexar 3awure (n. «a»
4. 1 cT. 2, cT. 8 U Ap.). AHANOrM4YHOE MOHATUE «CYyOb-
€KT MepcoHarnbHbIX AaHHbIX» MPUCYTCTBYET B 3aKOHe O
nepcoHanbHbIX AaHHblx (N. 1 ¢T. 3, cT. 9 n gp.). OgHako
B 3akoHe 06 MHbopMaLUn NCMONb3yeTCsa TEPMUH «06-
napgartenb MHdopmauumn», MoL KOTOPbIM MOHMMAaeTCA
«JINLO, CaMOCTOATENbHO co3faBsllee WHdopmauunio
60 nony4mslLLEE HA OCHOBaHMM 3aKOHa Unu Jorosopa
npaso paspeLuaTtb UNn orpaHuymBeaTh OOCTYM K MHAOP-
Mauuu, orpefensiemMon no KakMm-nmoéo npuaHakam»
(n.54.1cT.2).

Paanuums mMexpay MNOHATUAMU «CyOBbEKT MepcoHarnbHbIX
JaHHbIX» U «obnagaTenb MHopMaLUM» HOCAT MPUHLIK-
nuanbHbI XapakTtep.

paxkpaHvH Kak CyoBbEeKT NepcoHalbHbIX AaHHbIX HafeneH
HeoTbLEMIIEMbIMW MpaBaMn JINYHOCTU, rapaHTUPOBAHHbI-
Mu KoHcTutyumen PO n mexpgyHapodHbiM npasom. Ero
nepcoHarsbHble AaHHble — 4acTb ero IMYHOCTU, OHY Kaca-
HOTCSl BCEX CTOPOH €ro XXWU3HW, UHANBUAYANU3NPYIOT ero.
[MepcoHanbHble AaHHble 3aLluLLEHb BCE CUCTEMOW npas
Yyenoseka 1 rpaxaaHuHa, a 3Ha4uT, ABNSAI0TCS NIEMEHTOM
3TUX NpaB, HEMPEOXHOM LEHHOCTbIO.

O6napartenb xe uMHopMauMm — 3TO noboe nuuo, Yy
KOTOPOro ecTb MHhOPMALMSA, B TOM HYUCSIE TPaXKAaHMH.
B 3akoHe 06 MHdOpMaLMmM He cKkas3aHo, YTO OH He pac-
NPOCTPaHAETCS Ha MepcoHasbHble [OaHHbIe, 3HAYUT,
opManbHO OH KacaeTca U ux. ITO [ONOSHUTENBLHO
noaTeepxaeHo 3akoHoM Ne 242. XoTs, KOHEYHO, onpe-
JenaTb NepcoHanbHble [aHHble Kak WHopmauumtio,
CO3[aHHYl NNLOM, BeECbMa CTPaHHO, BeOb MHOrune
nepcoHasnbHble faHHbIE CO3[AKTCH HE NULIOM, a camMon
npUpoaon.
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Bornblune COMHeHUs BbI3bIBAET U TEPMUH «obnapjaTerb»
NPUMEHNTESNBHO K MHpopmaumn. NHopmaumen Henbas
o6napath (BNageTb Kak BELLbIO), ee MOXHO 3HaTb UK He
3HaTb. A 3Hast MHPoOpPMAaLMIO, MOXXHO JOBOAUTL ee OO CBe-
OeHVs Qpyrux Ny unm He [OBOAUTL (COXPaHATh B TanHe).
Brnpoyem, 3akoH 06 MHbopMaLmm € TOHYKM 3pEHUs Iopu-
ONYECKON TEXHWKWN ABNSETCH OOHUM U3 CaMbIX «HepsiLu-
NMBBIX» aKTOB W MPUMEHATL ero K yHAaMeHTasnbHbIM
npasam JIMYHOCTU HY>XKHO C OCTOPOXHOCTLIO.

B wtore nog obnagartenem nHgopmMaumm, Ha KOTo-
poro pacnpocTtpaHsetca 3akoH Ne 242, cnepyet
noHMMaTb Kak rpaxpaHmHa — cybbekTa nepco-
HanbHbIX OAHHbIX, TaK U MHbIX NINL, KOTOPbIM CTann
M3BECTHbI 3TU OaHHbIE.

B 9TOM cMbICnie yNOMUHaHWE O OpYroi Kateropuu cytb-
€KTOB — ornepaTopax MH(POPMAaLMOHHBLIX CUCTEM SIBSIET-
Csl U3NULLHKUM, Befib OHU TOXeE NonagarT B pa3psif obna-
natenei uHcpopmaumm. OgHako pacCMOTPUM U UX.

KonBeHuusi Ne 108 ynomuHaeT o «KOHTporiepe channa»
(controller of the file), noHMMas nog HUM no6oe hmamye-
CKOE MNW topuamMyeckoe NuULo, opraH rocyfapCTBEeHHOWN
BMACTW MM MHOW KOMMETEHTHbIN OpraH, KOTOpbI Brnpa-
Be onpefensTb CyapOy aBTOMaTU3NpoBaHHOro danna? c
NepcoHanbHbIMK AaHHbIMU (M. «d» 4. 1 cT. 2). Bnpoyem,
B AanbHeriweM B KOHBEHUMW 3TOT TEPMUH NPaKTUHECKn
He UCNOMb3yeTcs, MO3TOMY O KakUX-JIM6O TOHKOCTAX ero
onpefeneHnss MOXHO CyauTb N1LLIb KOCBEHHO. FICHO, of-
HaKo, 4TO CyObEKT NepCOHarnbHbIX 4aHHbIX HE MOXET ObITb
KOHTpOrepoM thavina.

3aKOH O MepcoHambHbIX AaHHbIX WCMONb3yeT TepMUH
«ornepaTop», MOHWMas MOf HWM rOCYOapCTBEHHbIN WK
MYHMLMNANbHBIA OpraH, lopuanyeckoe Unu uandeckoe
NN, opraHnaytoLLiee® nm ocyLLEeCTBIsOLEe 06paboTKy

2 KoHBeHuus Ne 108 paccuvtaHa npexpae BCero Ha aBTomartu-
3MpOBaHHYyl0 06pabOTKy MEepPCOHanbHbIX AaHHbIX, OAHAKO [O-
nyckaet, 4To6bl rocygapcTBa-4ieHbl pacnpocTpaHuny ee oewn-
CTBME Ha NepcoHasbHble AaHHbIE, KOTOPbIE HE MOABEPralTCs
aBTOMaTu3npoBaHHoOW ob6paboTke. Poccuitickaa depepaums
pacnpocTpaHuna 3akoH O nepcoHasbHbIX AaHHbIX (4. 1 cT. 1)
Ha HeaBTOMAaTU3MpPOBaHHY0 06paboTKy, eCM OHa OCYLLEeCT-
BNSIETCH TaK Xe, Kak 1 aBTOMaTuU3npoBaHHas (MOUCK B KapTo-
Tekax C 3apaHee 3aflaHHbIM anropuTMomMm).

OpraHuayioLee B TOM CMbICIIE, HTO CaMO 3TO NULIO onepaLum ¢
nepcoHanbHbIMU AaHHBIMU HE OCYLLIECTBIIAET, HO onpefensert
«Lienun 06paboTKM NepcoHasbHbIX AaHHbIX, COCTaB NepcoHanb-
HbIX AAHHbIX, MOANexXaLmnx obpaboTke, AencTeus (onepaumm),
coBepLUaemMble C NepcoHasnbHbIMU AaHHbIMW». MogobHoe fo-

()
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nepcoHanbHbIX AaHHbIX (M. 2 cT. 3). [Nog 06paboTKom xe
nepcoHasnbHbIX AaHHBIX MOHMMAKOTCS Nobble [ENCTBUA C
TakMMy JaHHbIMW, HE3aBWCMMO OT TOrO, MCMOMb3YHTCA
ONA 3TOr0 aBTOMAaTM3UpPOBaHHblEe CPeAcTBa WNM HeT, B
TOM 4umcne cbop, 3anucb, cMcTeMaTaaums, HakonneHme,
XpaHeHue, yTo4HeHne (06HOBMEHWE, N3MEHEHWE), U3Bre-
YyeHue, ucnonb3oBaHve, nepepada (pacnpocTpaHeHue,
npegocTaeneHvne, JOCTyn), o6e3nmymeaHune, 61oK1MpoBa-
HVe, yaaneHue, yHmytoxenue (n. 3 cT. 3)%.

CTonb LWMpOKOe onpefeneHve oneparopa nepcoHasbHbIX
JaHHbIX TEM He MeHee He MO3BONSeT OTOXAECTBUTb C
HUM Ccy6beKTa Takux daHHbIX. [1o cmbicny 3akoHa o nep-
COHasbHbIX OaHHbIX CYOBEKT KakK ynpaBOMOYEHHOE NNLO
NPOTMBOCTOUT BCEM OrepaTopam, KOTopble 06513aHbl 06e-
creynBaTtb COH/0AEHNE YCTAHOBIEHHBIX MPaBui, kacaro-
LUMXCS ero MepcoHasbHbIX AaHHbIX. HecnydanHo 3akoH
Ne 242 npu BHeceHUM B 3aKOH O MePCOHabHbIX AaHHbIX
N3MEHEHWUI, KacatoLLMXcs HaxoxaeHns 6a3 gaHHbix ¢ Ta-
KMMU OaHHbIM Ha TeppuTopumn P®, pacnpocTpaHun atu
N3MEHEHUsI TOMbKO Ha OMepaTtopoB, & He Ha CYyObLEKTOB
nepcoHasnbHbIX AaHHbIX (CM. Y. 5 cT. 18, BHocuMytO 3a-
KOHOM Ne 242).

3akoH 06 MHGopMaLMn BeJET peyb He MpPocTo 06 one-
patopax, a 06 oneparopax WHHOPMALMOHHbLIX CUCTEM.
[Mog HWMKM MOHMMAIOTCH rpaxgaHe WIn pugn4eckKue
nvua, ocyLLecTBAAOLME OeATENbHOCTb MO 3KCMnyaTaumm
WHPOPMALIMOHHON CUCTEMbBI, B TOM YuUCie Mo 06paboTke
nHopMaumu, cogepxallerica B ee 6asax gaHHbIx (. 12
CT. 2 3akoHa 06 nHdopmaumm). HdopmaumoHHas cucte-
Ma, B CBOIO o4epefb, NpeacTaBnseT co60n COBOKYMHOCTb
cofepxatleinca B 6a3ax AaHHbIX MHpopmMaumu n obecrie-
YyMBaroLLMX ee 06paboTKy MHPOPMALIMOHHBLIX TEXHOMOI UM
N TeXHMYeCcKMx cpedcTs (n. 3 cT. 2 3akoHa 06 MHhopMa-
uun).

Ecnu oT6pocutb CNoBecHyo MULLYPY, orepaTop —
3TO TOT, Y KOro eCTb MHopMaLUs, TEXHONOrMM Mo
ee 06paboTKe U TeXHNYeCcKre CpeacTsa.

6aBfieHne HEeCKOMbKO pacLuMpsieT MOHATUE «onepaTop» W3
3akoHa 0 nepcoHasbHbIX AaHHbIX MO CPABHEHWIO C NMOHATUEM
«KOHTponep chainos» 13 KonseHummn Ne 108.

4 CTOonb LUMPOKOE ornpefenieHvne ornepauuii ¢ nepcoHasnbHbIMU
HOaHHbIMU (DaKTUHECKN CBOAWT HA HET TO OrpaHnyeHve, KoTo-
poe 6biN0 BBEOEHO A1 HEABTOMAaTU3MPOBAHHOW 06paboTKu
fdaHHbIX. MHOrve 13 onepauuin, ckaxxem yTo4HeHue, 610KMpo-
BaHWe, YHUHTOXEHWE 1 T.[4., OCYLLECTBAAIOTCA B UHAVBUAYaNb-
HOM nopsifke, a He No 3apaHee 3afaHHOMY anropuTMy.



Jlerko 3amMeTuTb, 4TO OnepaTop WHEOPMALMOHHBIX CU-
CTEM Masio 4YeMm OTnMyaeTcs OT obnagarens nHdopma-
LUK, KOTOPbIA MMEEeT TexHonorum ee o6paboTku (Ha-
npyMep, KOMMbIOTEPHbIE MPOrpaMmbl) U TEXHUYECKMNE
cpeacteBa (cam kommbloTep). Takoro 4eTkoro pasrpa-
HUYEHMA MEeXZY TEMMU, KTO SBMAETCA CYObLEKTOM MEpPCOo-
HasnbHbIX OAHHbIX UM ONepaTopom (KOHTPOSIEPOM), Kak B
KonBeHumn Ne 108 1 3akoHe 0 nepcoHasibHbIX OaHHbIX, B
3akoHe 06 nHdopmauum HeT. HecnydanHo 3akoH Ne 242
pacnpocTpaHun 06493aHHOCTbL MO XpaHeHuto 6a3 AaHHbIX
C nepcoHarnbHon MHopmaumen Ha Tepputopun PO 1 Ha
obnagatenen nHgopmauuu, U Ha onepaTopoB NMHGOPMa-
LIMOHHBIX CUCTEM — Pa3HULIbI MEXAY HUMWN HET HUKAKOW.

Ho Tem cambiM nop, genicteue 3akoHa 06 MHopmaumm B
penakummn 3akoHa Ne 242 nognanu cy6beKTbl NepcoHasb-
HbIX OaHHbIX, T.€. T€ Nnua, KOTopble No CMbICily KOHBEH-
uumn Ne 108 1 3akoHa 0 NepcoHasbHbIX AaHHbIX HUKaKMX
0683aHHOCTEN He MMEIOT, HanpoTuB, UM npuHagnexar
npaea Ha nepcoHarsnbHble AaHHbIe, HEOTLEMSIEMO CBA3aH-
Hble C UX IMYHOCTbIO, — NpaBa, UMeoLLNEe KOHCTUTYLIMOH-
HOE MPOUCXOXAEHME U NPSIMO BbITEKarLLMe U3 OCHOBHbIX
npas 1 CBO6OL YenoBeKa 1 rpaxgaHuHa.

Tenepb o6paTUMCS K COAEpP>XaHUI0 HOBOW 063aHHOCTMU,
BBEeAEHHOM 3akoHOM Ne 242, a MMEHHO 0653aHHOCTU
obecrieYnTs HaxoxzgeHne Ha Tepputopun Poccuiickor
Genepaymm 6a3 [aHHbIX, C UCMOb30BAHUEM KOTOPbIX
OCYLLIECTBJISIOTCA orepauum ¢ nepcoHaibHbIMU JaHHbIMU
rpaxaaH Poccurickoui degepaumu.

MpaBoBas npupona 6a3 AaHHbIX N3y4eHa OOBOMbHO Noa-
PO6GHO 1 OCOBLIX COMHEHUI He Bbi3biBaeT. basa gaHHbIX
KakK cpefcTBO cucTematmMsaumm uHgopmaumm no onpe-
DENeHHOMY KpuTeputo (anroputmy) ABnseTcs 06bEKTOM
aBTopckoro npaea (nogn. 3 n. 1 ¢t. 1225 K P®). baza
OaHHbIX, Kak 1 HopMaLms, B HEW pas3MeLLeHHas, nme-
€T rnaBHbIM 06pa30M HemaTepuasbHbIA XapakTep, XOTH
OHa [OJHKHA UMETb MaTepuarnbHbIi HOCUTENDL (BeLlb), 6e3
KOTOPOro HE MOXET ObITb BOCMPUHATA TPETHUMM NINLIAMM.
MHTennekTyasnbHble (B TOM YUCIE UCKITHOYUTENBHBIE) Npa-
Ba Ha 6a3y OaHHbIX NPWY 3TOM He 3aBUCAT OT npasa cob-
CTBEHHOCTW Ha MaTepuasibHbI HOCUTESb (BELLb) U MOTYT
obpartaTteca oTaensHo ot Hero (M. 1 cT. 1227 TK P®).
MpuyemM He MMeeT 3Ha4YeHUs, 3aperncTpupoBaHa nn 6asa
OaHHbIX B PO B cooTBeTcTBMM CO CT. 1262 K PO.

3akoH Ne 242 pacnpocTtpaHseTcs Ha niobyto 623y AaHHbIX,
B KOTOPOW COAep>XaTcs KakMe-TO NepCoHarnbHble AaHHbIE.
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Takune 6a3bl faHHbIX, MO CMbICIy BBOAUMOM 065132HHOCTH,
OOIMKHbI HaxoauTbes Ha Tepputopun PO. OpgHako BO3-
MOXHO I 3TO, eCcfiv UCXoanTb N3 HeMaTepuanbHOW npu-
poabl 6a3 faHHbIX Kak 06beKTa MHTENNEKTYaNbHbIX NpaB?

HecomHeHHO, Ha TeppuTopun PD MOryT HaxoamTbCs U
HaxopAaTca HocuTenu 6a3 [JaHHbIX — BeLUM, Kak npasu-
1o, ABMXuUMbIE. U rocynapcTBo B COCTOSIHUM 06ecneynTb
HaxoxgeHue Takunx Belyer B Poccun. CyBepeHHble npasa
MO3BOSIAIOT 3aKPenuUTh BELLM Kak TenecHble NpeameThl 3a
onpepenieHHon Tepputopueit. Hanpumep, matepuasbHble
HocUTeNn, KoTopble codepxaT 6a3bl faHHbIX, MOXHO 3a-
NPeTUTb K BbIBO3Y N3 PD, XO0TA Ha NpaKTukKe Takou 3anpet
He nmeeT cMbicna. K Tomy xe, no cmbiciy 3akoHa Ne 242,
Ha TeppuTopun P® [OMKHbI HAXOAUTLCA UMEHHO 6a3bl
JaHHbIX, @ He UX MaTepuanbHble HOCUTENN. 3Ha4UT, Me-
CTO HaxoXAeHWsi MaTepuanbHOro HocuTtena 6a3 AaHHbIX
UMeeT 3Ha4YeHne NULLb Toraa, Korga B HemM pasmeLLeHbl
6a3bl AaHHbIX.

Basbl OaHHbIX Kak HemMaTepuasbHble 06bEKTbI He
MOTYT HaxoaWTbCs Ha OmnpeaeneHHoN TeppPUTOPUM.
Tepputopus Bcerga maTepuvanbHa, a 6asbl AaH-
HbIX — HeT.

OHKM Nerko MeHsT maTepuarnbHble HOCUTENW, NMepeme-
LasiCb C OQHOr0 HOCUTENS Ha OpPYroi. MMNOTETUYECKN OHU
MOTryT HaxoAuUTbCS Ha MaTrepuasibHbIX HOCUTENAX OfHO-
BPEMEHHO BO BCeEX rocygapcTtBax. Kak 6biTb, Hanpuvep,
B Cny4asix, Korga uHdopmauma uaHadanbHO MocTynaet
B cOocTaB 6a3 AaHHbIX, pa3MeLLEHHbIX HA MaTepuasibHbIX
HOCUTENSX, KOTOpble HaxoadaTcs 3a pybexom? Benb Torga
13 Poccum nuiwb nepegaeTca MHgopmauums, cogepxatlas
nepcoHarnbHble AaHHble, a 6a3bl AaHHbIX BOOO6LLE He dhop-
MUPYIOTCS.

MoaToMy, roBopsi 0O HaxoXAeHWU 6a3 [AaHHbIX Ha
Tepputopun P®, 3akoH Ne 242 hakTn4eckn nveet
B By 3anpeT TpaHCrpaHW4HOW nepenadvn nepco-
HamnbHbIX faHHbIX B 6@3bl, pa3MeLLiEHHbIE HA MaTe-
pyanbHbIX HOCUTENSAX, HAXOOALLMECS 3a PYOEXOM®.
OpHako n KoHeeHumns Ne 108, n 3akoH o nepco-
HamnbHbIX JaHHbIX B LENOM pa3peLuatoT TpaHcrpa-
HUYHYIO NepefaYy nepcoHanbHbIX OaHHbIX.

5 06 atom xe nuweT A.W. Casenbes. Cwm.: CaBenbeB A.M. 3ako-
HOZATEeNbCTBO O JIOKanM3auum OaHHbIX U ero BAUSIHUE Ha pbl-
HOK 3NeKTPOHHOWN kommepumn B Poccun // 3akoH. 2014. Ne 9.
C. 60.
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CornacHo n. 2 c1. 12 KoHeHuun Ne 108 rocynapcteo He
OOMKHO 3anpeLlatb unm obycrnoBnueaTth creynanbHbIM
paspelleHneM TpaHCrpaHW4HblE MOTOKU MEepPCOHasbHbIX
OaHHbIX, MOyLLUME Ha TeppuUTOpuI0 OpYroro rocynapcTtsa,
C €OMHCTBEHHOWM LENbio 3allnTbl HAaCTHOM XU3HU. Uc-
KIHOYEHME COCTaBMAT cllyydau, Korga pedb uget o nep-
COHasbHbIX [OaHHbIX OMNpPefesieHHOM KaTeropum, KoTo-
pbIM Apyrue rocygapcrea He MNpefoCcTaBnsioT 3aluuThbl,
WNKN Korga ectb pUCK nepefadv Takux OaHHbIX TpeTbemy
rocygapcTBy, 9TOM 3alUMTbl He npegycMaTpuBatoLLemy.
Huyero nogo6Horo 3akoH Ne 242 He nveeT B BUay. B Hem
naeT peydb O JNIH6bIX NePCOHaNbHbIX AaHHbIX, B TOM 4Y1CIe
0 TeX, KOTOpbIM MpefocTaBnseTcsa 3alumrta rocygapcraa-
MU — yyacTHukamu KonseHumm Ne 108.

Ha ocHoBaHum 4. 1 cT. 12 3akoHa 0 NepcoHasbHbIX AaHHbIX
WX TpaHCrpaHnyHas rnepepada MoxeT 6bITb 3arpeLleHa unm
orpaHu4eHa B LenAxX 3aluTbl OCHOB KOHCTUTYLIMOHHOMO
cTtposs Poccuiickon ®epepauun, HpaBCTBEHHOCTU, 300PO-
Bbfl, MPaB N 3aKOHHLIX MHTEPECOB rpaXKaaH, obecneveHuns
060pOHbI CTpaHbl M 6Ge3onacHocTn rocyaapctea. VHbiMU
CrnoBamu, OCHOBaHWA Ans 3anpeta (MM OorpaHuyeHust)
TpaHCrpaHW4HOM nepefayn nepcoHasnbHbIX AaHHbIX B PO
Bpogde 6bl nvetotcs. OOHAKO OHW [OMKHbI ObiTh «HEOOXO-
OVUMON B IEMOKPATMYECKOM O6LLIECTBE MepoW» (M. 2 cT. 9
KonseHumn Ne 108). Bonpoc o Tom, HapyLLeHbl i1 3aKoOHOM
Ne 242 ocHoBHble npaBa 1 cBo60fpbl rpaxaaHnHa, npegyc-
MOTPeHHble KoHCTUTYLmen PO, 6yaeT pacCMOTPEH MO3aHee.

B 10 Xe Bpems ecnv nepcoHarbHble AaHHble rpaxaaH PO
nocTynarT B 6a3bl AaHHbIX, COAepXallMecs Ha matepu-
anbHbIX HoCUTENsX Ha TeppuTopumn P®, n He nepepatoTcs
NMoTOM 3a py6ex, To 06593aHHOCTb, MpedycMoTpeHHasn 3a-
koHOM Ne 242, He HapyluaeTcs, gaxe ecnu obnagaresnb
3TOM WHopMauMM unn onepatop WHPOPMAaLMOHHBIX
CUCTEM SBMAETCH UHOCTPAHHBLIM FPaXAaHMHOM WU UHO-
CTPaHHbIM IOPULANHECKNM JIULIOM.

XoTenock 6bl OTMETUTDL €LLle 0OAHY OCOBEHHOCTb, CBA3aH-
HYIO C TpaHCrpaHu4yHoOW nepepaqert NepcoHasnbHbIX OaH-
HblIX. 1o cmbicny KoHeeHumn Ne 108 nog TpaHCrpaHUYHOM
nepepaven noHMMaeTcs nepefada aBToMaTu3npPoOBaHHbIX
hannos, copepXaluux nepcoHasribHble AaHHble. HekTo
cobupaeT Takme nepcoHasnbHble AaHHble, NpuaaeT UM
undpoByto hopmy, a NOTOM HanpasnseT 3a rpaHuuy. Ne-
pefada nepcoHanbHbIX OAaHHbIX TEMWU NMLAMU, KOTOPbIM
OHW MpUHaAnexar, HanpsMyt 3a rpaHudy, popmarbHO
He OTHOCUTCA K TpaHCrpaHWYHOM nepefaye M He nogna-
naet nop npasuna KonseHumn Ne 108. [JaHHbIV BbIBOS CO-
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XpaHsAeT CUNy 1 ¢ y4eToM Toro, 4To Poccust oxpaHsaeT nep-
COHaslbHble faHHble, COBMpPaeMble NMOXOXUMU Criocobamu,
He TOJNbKO B aBTOMaTU3NPOBAHHOW, HO 1 B MHOWN (hopMe.

3aKoH 0 MepCcoHasbHbIX OAaHHbIX UCXOOUT U3 TEX XKe Moso-
XeHur, 4To n KoHeeHuus Ne 108. IHom nogxopn 3anoxeH
B 3akoHe 06 nHdopmaLmnn, KOTopbIi He AenaeT pasnnyuni
Mexay obnagarensamMu MHpopmaumm, OTHOCH K HAM CyOb-
€KTOB MNepcoHarsbHbIX OaHHbIX, U orneparopaMmn UHEOop-
MaLMOHHbIX cucteM. Ha o6e kateropuu nuu Bosnaraercs
06A3aHHOCTb 06ecne4YnTb HaxoXAeHue Ha TeppuTopun
P® 6a3, cogepxallumx nepcoHasnbHble AaHHble. B aToM 1
COCTOUT peannadoBaHHoe B 3akoHe Ne 242 pa3mbiBaHuve
nonoxeHu KonseHumm Ne 108.

[pn Taknx 06CTOATENBCTBAX HY>XXHO UCXOOAUTb U3 NpUMa-
Ta MeXOyHapoAHbIX HOPM, 3akpernsieHHbIX KoHBeHLuewn
Ne 108, n cuuTtatb, 4YTO NPegyCMOTPEHHbIE 3aKOHOM O
nepcoHarsnbHbIX OAaHHbIX Clyyau 3anpeta U orpaHu4eHus
TpaHCrpaHW4YHOM rnepefadn nepcoHasibHbIX AaHHbIX Ha-
NPSMYI0 He KacaloTcs Cry4aeB packpbITUS 3TUX OaHHbIX
MX cy6bekTaMu HenocpeacTBEHHO MHOCTPaHHbIM onepa-
Topam. OueHKa OeCTBUA CYyOGbEKTOB NEPCOHANbHbIX OaH-
HbIX B TaKOWM CUTyaLuMmn OOMKHA NPON3BOAUTLCSA UCXOANA U3
npupodbl Npasa rpaxaaHnHa Ha nepcoHarnbHble OaHHbIE.

PaCCMOTpI/IM, B Kakue Buapl 6a3 gaHHbIX MOXET ObITb 3a-
npewieHa TpaHcrpaHn4dHaga nepenada nepCcoHalsibHbIX OaH-
HbIX. OTO MHOCTPAHHbIE!

1) coumanbHble cetn — Facebook, Livejournal, Linkedin,
Instagram v gp.;
2) npoBangepsl Twitter,
WhatsApp v op.;

KOPOTKUX COOOLLEHUn —

3) nnatexHble cepBucbl — PayPal w gp., UHTepHeT-Npo-
LECCUHI KPeOUTHbIX KapT, MnaTeXHble CEepBUCHbI UHO-
CTpaHHbIX 62HKOB;

4) no4toBble cepBucbl — Gmail, Yahoo v gp.;

5) nHTEepHeT-MaraavHel — Amazon, E-Bay, I-Tunes v gp.;
6) urposeble cepBepbl — Warcraft, Steam v gp.;

7) caliTbl 6GpOHMPOBaAHMSA aBua-, X.-f.-, aBTOOYCHbIX 6use-

TOB, rocTUHUL, — Booking, AnyWayAnyDay v gop., a Takxe
on-line npokat aBToMo6unen;



8) BUOEO-XOCTUHIU C aBTopu3auunei — YouTube v aop.;

9) nposanpgepbl cetn NHTepHeT 1 MObWnbHbIE oneparto-
pbl, €CNK1 OHM NPELOCTaBAT CBOU YCIYrn C KAKON-Nnbéo
VAeHTUMKaumern nonb3oBarenen;

10) no6ble WHble WHTEPHET-canTbl, TpebyoLline XoTs
6bl MUHMMAaNbLHOM aBToOpM3aunn ANA OCTaBEHUS KOM-
MeHTapueB, y4actvs B hopymax M yatax, Hanpumep
Wikipedia.

He 3aTtpoHyTbiMM 3akoHOM Ne 242 ocTaloTcs MHOCTpaH-
Hble NINYHbIE U KOPMopaTUBHbIE UHTEPHET-CaNTbl; CarThbl
OpraHoB WMHOCTPaHHbIX rOCYAapCTB, WHOCTPAHHbIE FEH-
Tbl HOBOCTEW, MOUCKOBUKW, CalTbl WUHAOPMALMOHHbLIX
areHTCTB MpW YCNOBUU, YTO OHW He npefgnonarawT peru-
cTpauum nonb3oBaTenen.

B nepe4He pecypcoB, HaxoOsaLWMXCs nom yrpo3om,
He YMoMsIHYTbl Takue creunduryeckne cpeacTea
MHTepHeTa, Kak MHOCTPaHHble OOMEHHblE MMEHa,
DNS-appeca v ctatnyeckue IP, npy nony4yeHum Ko-
TOPbIX TAKXe NepenatTcs NepcoHanbHble JaHHbIe.
MpumeHeHne 3akoHa Ne 242 K 6@a3am faHHbIX, CO-
AepXalumx 9T 06beKTbI, haKTUYEeCKM napanmayeT
BECb POCCUNCKMIA cermMeHT WMHTepHeTa, Begb OC-
HOBHblE MeXaHW3Mbl perynmpoBaHus MnobanbHon
CeTM HaxopaTcsa 3a rpaHuuen P®. OgHako CTosb
MacLuTabHble orpaHMyeHust B COBPEMEHHbIX YCro-
BUAX BPSA M BO3MOXHbI, XOTS1 NPaBOBbIe OCHOBA-
HWMA Ons 9Toro Bpofe 6bl eCcTb.

30ecb noka ynomsHyTbl TONbKO pecypcbl VIHTepHeTa, no-
CcKosbKy 3akoH Ne 242 copgepXuT cneundunyeckmin Mexa-
HU3M BEAEHUs peecTpa HapyLumTenen u 61oKMpoBaHus
pocTyna K nx pecypcam. OgHako TpaHcrpaHmyHas nepe-
fada faHHbIX NpoucxoauT n 6e3 nocpepcTtea cetn VHTep-
HeT, TeM 6onee 4to Poccua 3awumuiaeT nepcoHalnbHble
JaHHble 1 3a pamMKamy UX aBTOMaTu3MpoBaHHOW obpa-
60TKM. [MoconbcTBa M KOHCYNbCTBA MHOCTPAHHbIX rOCy-
[apcTB COOBUPAalOT U XpaHAT B CBOMX 6a3ax nepcoHarib-
Hble faHHble POCCUSH 1 NepegaroT UX 3a rpaHnuy. Tak xe
noctynawT dunmansl, NpeactaBuTenbCTBa U Jo4epHue
KOMMaHWN WMHOCTPAaHHbIX FHOPUANYECKMX MWL, 3akmodas
[OroBOpbl OT MMEHW NOCNedHUX C POCCUMCKMMM rpaxKaa-
Hamu. 3T BUIbl OEATENbHOCTM TaKXKe OKas3blBatoTCA Moj
yrpo3om, xota 3akoH Ne 242 He COOEpXUT MexaHu3ama
npeceyYeHns TPaHCTPaHNYHOW nepejayym nepcoHasnbHbIX
JaHHbIX BHE CeTu VIHTepHerT.
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MHocTpaHHble nuua, onepupyolive 6a3amMu OaHHbIX Ha
MaTepuasibHbIX HOCUTENAX, PaCrONOXEHHbIX 3a rpaHu-
Luen, He HaxogaTcsa nopf topucaukumen Poccurickon ®e-
pepaummn. C TOYKM 3pEHUS X HALMOHAJTbHOIO 3aKoHoAa-
TenbCTBa, cobupas nepcoHasnbHble OaHHble POCCUNCKUX
rpaxkgaH, OHM HUYEro He HapywatT. VI notomy nocne
nNpuHATMA 3akoHa Ne 242 NoNoXeHne MHOCTPaHHbIX N
BpA4 N namennTcs. Befb AaHHbI 3akoH HE UMEET U He
MOXET WMEeTb 3KCTeppuTopuanbHoOro AencTeus. YcTa-
HOBMEHHbIE UM CaHKLUUW CBOOATCH K GIOKMPOBKE AOCTY-
na K HapyLuaroLemy ero MHopmMaLoHHOMY pecypcy, B
TOM 4ucne B cetu VIHTepHeT, unu npoBanaepy XOCTUHra
(MHOMY aHanorm4Homy nuuy), 4epes KOTOpPOro OCyLLEeCT-
BNSieTCHA TakoW JOCTYn.

CaM MHMOPMaLMOHHBIN pecypc, HaxogsLmMnesa 3a rpa-
HULEN, NpoAosKaeT B 3TOM crnyvyae (yHKLMOHMPOBATb,
NpoCTO JOCTYN K HEMY 13 Poccumn okasbiBaeTCc HEBO3-
MOXHbIM. B pesynbtate B nepeylo o4epefb cTpagaroT
poccuickue rpaxpaHe v lopuanveckne nuua — nosb-
30BaTenM UHOCTPaHHbIX WMHAOPMALMOHHLIX PECYPCOB.
OHu nMwarTcs BO3MOXHOCTM MnonyvaTe UHGOPMaLuio
W BCTYNaTb B [JOrOBOPHbIE OTHOLUEHUA NyTem obpatle-
HWUS K 9TUM pecypcam, Npu4emM B 60MbLUMHCTBE CrlyYaesB
Torga, Korga oHv JO6pPOBOSILHO COrMacunucb packpbITh
UM CBOM MepcoHarsbHble faHHble. Yiuep6 Ans MHoCTpaH-
HbIX MHPOPMAaLIMOHHBLIX PECYPCOB B pe3yrnbTaTe orpaHu-
YeHus [ocTyna K HAM HOCUT BTOPUYHBIN, MPOU3BOAHBIN
xapakTep. Cokpaljaetca nx aygutopwvs, HO Ansa nopa-
BNAIOLLEro 60MbLUMHCTBA N3 HUX HE3HAYUTENBHO, U, Kak
CNefCTBMe, CHUXAITCA [0X0Abl, eCNN OHU UX U3BIeKa-
10T. Poccuiickne Xe rpaxpaHe u opraHvsaumm TepsioT
HaMHOro 60J5bLLe — OHM NINLIAKTCA JOCTyna K MHAOopP-
MaLuun 1M COBpPeMeHHbIM cucTemMamM KOMMYyHMKauuu, 3a
KOTOpbIMM ByAyLLee.

3aKkpbITMe JocTyna K MHOCTPaHHbIM MHM(OPMAaLMOHHBIM
pecypcam, KOTopble cofepXar nepcoHasibHble AaHHble
pOCCUNCKNX rpaxkaaH, nosly4eHHsle 6e3 nx cornacus, BHe
BCSIKOrO COMHeHus1, cootBeTcTBYeT KoHBeHUmn Ne 109 1
poccuinickomy 3akoHopaTenscTsy. [Npaspga, v B faHHOM
cry4yae CaHKLUW He OOCTUraloT BCeX CBOUX Lenew. VHo-
CTpaHHbI MHPOPMALMOHHBIA Pecypc € 3TUMWU AaHHBIMU
npoposkaeT (PyHKUMOHMPOBAaTb, NMPOCTO €ro BpefoHOC-
HbIn 3PdEKT CHMXaeTcss. A BOT OLeHKa 3akpbITua [0-
CcTyna K WHOCTPaHHbIM MHM(OPMALMOHHBIM pecypcam,
nepcoHarsnbHble faHHbIe B KOTOPbIX HAXoOAaTCs € cornacusi
poCCUNCKNX rpaxaaH, 3aBUCUT OT NpUpoAb! Npas nocrnep-
HWX Ha NepcoHarbHbIe faHHbIE.
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KoHcTuTyuus PO He 3akpennsaeT npaBa Ha NepcoHalbHble
OaHHble U faxe He yrnoMuHaeT o HuX. KoHseHums Ne 108
1 3aKOoH O MepcoHasbHbIX OAHHbIX, HAMNPOTMB, FOBOPSAT O
npaBe cybbekTa Ha MepcoHasibHble AaHHble. AHanM3 ne-
peyYHst MepCoHarbHbIX AaHHbLIX MPUBOAMUT K BbIBOAY O TOM,
YTO OHW XapakKTEPUIYIOT JIMYHOCTb, CBA3aHbI U C HEWN U He-
OTAENUMBI OT IMHYHOCTU. VIHbIMK CroBaMu, NepcoHasbHble
[aHHble — NINYHOE HEMMYLLIECTBEHHOE 6n1aro, a npaeo Ha
HUX OTHOCUTCH K JINY4HBbIM HEMMYLLIECTBEHHLIM MpaBaM.
MpaBo Ha nepcoHanbHble AaHHblEe 3aLUMLLIAETCS B COOT-
BETCTBMM C rpadKAaHCKMM 3aKOHO[ATESNIbCTBOM BCEMMU
crnoco6amu, npegycMoTpeHHbiMn K P® (n. 2 c1. 150
MK P®).

OcyLlecTBnas npaBoO Ha MepcoHasibHble AaHHble, €ero
Cy6bekT Bnpase Tpe6oBaTb, YTOObI C ITUMW OaHHLIMU
obpalLanncb Hag/exalym o6pa3oM — He Mony4any ux
6e3 cornmacus npasoob6rnagaTens, a nonyyvms, npoBoau-
M NpegyCMOTPEHHbIE onepauuv C HUMW B YCTaHOBIIEH-
HOM 3aKoHOM nopsigke (cM. cT. 5 1 8 KoHseHumn Ne 108,
cT. 5, 6,9, 14 3akoHa 0 nepcoHarnbHbIX AaHHbIX). TpaHcrpa-
HUYHasa nepegada NepcoHasbHbIX AaHHbIX TaKXe AOMKHA
OCYLLIeCTBNATLCA B MOPSAAKE, YCTAHOBIEHHOM 3aKOHOM, U
Mo obLLEeMy Npasusy ¢ cornacus cyobekTa AaHHbIX.

3akoH Ne 242, ycTaHaBnmBas orpaHu4eHns Ha nepegady
OaHHbIX, NMLIaeT cyobekTa AaHHbIX BO3MOXHOCTH MO CBO-
eMy peLUeHUo (Cornacuio) coobLUMTb AaHHblE NMLy, KO-
TOpOe UCMONb3YeT NX B 6a3ax AaHHbIX, HAXOOALLMXCA 3a
py6exom. [NocKonbKy 3TO orpaHMyYeHne yCTaHOBEHO 3a-
KOHOM, rpaxkpaHCcKo-npasoBas 3aliuta npasa Ha rnepco-
HarbHble AaHHble [OMKHA OCYLLECTBATLCS C ero Y4eTOM.
WHbiMn cnoBamu, BBeAeHHOEe 3aKOHOM OrpaHuyeHve 6y-
OeT cunTaTbea AEeNCTBYIOLLMM, ECINN TONBKO €ro HOPMbI He
6yayT Npu3HaHbl NnpoTneopevaLlmmm KoHctuTyuumn PO.

Mpeambyna KoHeeHumn Ne 108 cBfA3biBaeT npaBo Ha
nepcoHanbHble AaHHble C TakuMu npasamu 1 csob6ogamm
YenoBeKa ¥ rpaxgaHviHa, Kak npaBo Ha yBaXKeHue 4acT-
HOW XXM3HWN 1 cBo60oAa MHhopmaLumm. 3akoH O NepcoHanb-
HbIX A@HHbIX B CT. 2, B CBOKO 04epefb, OTCbINAaeT K TakuMm
npasam 4efioBeka W rpaxpgaHuHa, kak npaBo Ha Hemnpu-
KOCHOBEHHOCTb YaCTHOW XXW3HW, Ha JIMYHYIO U CEMENHYIO
TanHy (cT. 23 KoHcTtutyuum P®). O ceBo6oge nHdopma-
LumMnM 3aKOH O MepCoHanbHbIX AaHHbIX HE YNOMWHAET, HO
oHa npepycMmoTpeHa B KonseHumn Ne 108 1 B 4. 4 cT. 29
Konctutyuumn P®. Mockonbky Hopmbl KoHseHumn Ne 108
SIBNAIOTCA 4acCTbl0 BHYTPEHHEro 3akoHodaTenbcTBa, a
HOpMbI KOHCTUTYLMKN P® — HenocpeACTBEHHO AENCTBYIO-
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LLUMMU, OTCYTCTBME YNIOMUHAHUA O ceobofe VIH(*)OpMaLI,I/IVI
B 3akoHe 0 nepcoHalibHbIX OaHHbIX 3HAa4eHNA HEe UMEeT.

MHbIMK crioBamu, NpaBo CyObeKTa Ha ero nepcoHarb-
Hble JaHHble HEMOCPEACTBEHHO BbITEKAET U3 KOHCTUTY-
LIMOHHBIX MpaB Ha HEenpPUKOCHOBEHHOCTb YaCTHOM XU3-
HW, Ha NINYHYIO U CEMEWNHYIO TalHy, a Takxe Ha csobopy
UHdopmauun. Tak 4To, obCyxaas orpaHnYeHus, npeay-
CMOTpeHHble A CcybbekTa MepcoHarnbHbIX [aHHbIX
3akoHoM Ne 242, naxe ecnu 3TOT Cy6bLEKT gan cBoe
cornacue Ha TpaHCrpaHu4yHyto nepepady faHHbIX, cre-
OyeT oueHuBaTb UX COOTBETCTBME CT. 23 U 4. 4 CT. 29
KoHcTutyuun PO.

lMpaBo Ha HeNMpPUKOCHOBEHHOCTb YaCTHOW XU3HW, Ha JIN4-
HYIO 1 CEMEVIHYIO TaviHy npeanonaraeT, B YaCTHOCTU, YTO
CBEOEHUSI O HACTHOWM XM3HU, & 3HAYUT, N NepcoHasbHbIe
[JaHHble HaXoOATCs B CBOGOOHOM pacrnopsXXeHUn rpaxaa-
HuHa. OH MOXET peLuaTtb, coobLLaTe KOMY-M60 CBeAEHUS
O CBOEW XM3HU (MepcoHasnbHble AaHHble) Unu HeT. Pac-
KpbIB MX, OH BMpaBe paccyUTbiBaTb Ha TO, YTO UX Oasb-
HeWlee obpalleHne 6yaeT NpoucxoduTb MO npaBuiam,
YCTaHOBJEHHLIM 3aKOHOM. [paxpaHuvH BnpaeBe camo-
CTOATENIbHO OMpefenvTb, Kak packpbiTble MM CBELEHUSA
6ynyT obpallartbes B fanbHerweM. B yacTtHocTh, faBas
corfiacue Ha TpaHCrpaHuyHy nepegadvy nepcoHasbHbIX
OaHHbIX, OH OCYLLIeCTBNSET NpUHAAnexallee emy npaso
Ha HEMPUKOCHOBEHHOCTb YaCTHOWM XXN3HMW.

CBoboga nHhopmaumm B 4ACNE NPOHEro COQEPXNT 1 BO3-
MOXHOCTb FpaxxfaHnHa coobLuaTtb by UHGopmMaumio
(nepcoHanbHble JaHHble) 0 cebe unu He coobLuaTb, a
TakK>Xe BO3MOXHOCTb MHbIX fNL, MOMYYMBLUNX TakKyl WH-
hopmaumio, TpaHCIMpoBaTb ee Jasblue, B TOM Yuche 3a
rpaHuly, ecnv TONbKO Ha 3TO MMEETCs cornacue rpax-
JaHvHa.

Takum o6pasom, 3akoH Ne 242, orpaHuunBas
npaBo rpaXkaaHWHa Ha TpaHCrpaHW4Hylo nepena-
4y nepcoHasnbHbIX OaHHbIX, B CllyyYae, ecnv OH gan
CBOe corfacve Ha Takylo nepepady, BCTynaeT B
npoTmeopeyne co cT. 23 1 4. 4 cT. 29 KoHcTuty-
umn PO.

B cuny 4. 3 cT. 56 KoHCcTUTYLMK npaBa 1 cBO60AbI, Npeay-
CMOTpPEHHble 4. 1 ¢T. 23 1 cT. 29 KoHCTUTYyumn, He nog-
fiexxaT orpaHvyeHuio faxe B YCNOBUSAX 4Ype3Bbl4anHOro
nonoxeHus. Tem 6ornee OHU He Noanexar orpaHuyeHuo
B YCMOBUSAX OObIYHOM XXUIHW.



3Ha4uT, He UMeElOT OPUONYECKOM CUIbl Te MoJo-
XeHus 3akoHa O NepcoHarnbHbIX AaHHbIX, KOTOpble
yCTaHaBNMBaloT 3anpeThbl U OrpaHUYeHns Ha TpaHc-
rpaHUYHylo Nepeaady nepcoHasibHbIX AaHHbIX (4. 1
cT. 12), ecnu Takas nepefada OCYLLECTBNSETCS C
cornacusi rpaxaaHuHa. 9T 3anpeTbl U orpaHuye-
HUS MOTYT [elCTBOBaTb NULLbL TOrda, Koraa AaH-
Hble NepepatoTca 6e3 cornacus rpaxgaHuHa.

C y4eTOM CKa3aHHOrO BbILLE, UMEIOTCS HEMNMTOXME Nepcrek-
TUBbI MPU3HAHUA HEKOHCTUTYLMOHHbIM 3akoHa Ne 242 B
TOW Mepe, B KakoW OH OrpaHn4mMBaeT BO3MOXHOCTb rpax-
[aHvHa fasartb cornacue Ha nepepady CBOMX rnepcoHarnb-
HbIX AAHHbLIX, B TOM YMCne 3a rpaHuuy. Takue Xe, ecrnv He
60sbLUXE NePCreKTUBbLI CYLLIECTBYIOT U B HaCTV NMOAAYM Xa-
no6 B EBpornienickuii cyq no npasam venoseka. Bonpoc xe
O KOHKPETHbIX MpoLeccyasbHbIX OEeNCTBUAX U UX Nocneq-
CTBUAX MOASIEXUT 06CYXOEHMIO OTAENBHO.

W HakoHeL, xecTKo npumMeHss 3akoH Ne 242, MOXHO 3a-
NPeTUTbL POCCUMCKUM Monb3oBaTeNnsaM AOCTYN K nogasns-
toLeMy 60MbLUMHCTBY WMHTEPHET-PECYPCOB, MPOUCXOAs-
LLMX U3 MHOCTPaHHbIX rocygapcTts. OgHako Ha MpakTuke
3TOr0 HWKTO fenatb He 6yaeT. 3anpeTar JOCTyn NULlb K
OTAEeNbHbIM pecypcam, YTo 6yfeT o3HavaTb nsbuvparenb-
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TEOPUA N NMPAKTUKA '&

Hoe nprMeHeHue 3akoHa. Takoe n3bmpartensHoe npume-
HEeHWe M3BpaLLAeT ero CMbICI U HapyLlaeT KOHCTUTYLW-
OHHbI MPUHLIMM paBeHCTBa BCexX nepen 3akoHoM. Mpotue
6b1510 6Gbl NPSIMO 3ANPETUTb JOCTYM K ONPEfeneHHbIM WH-
TEpHeT-pecypcam, He npuberasi K COMHUTESNTbHOMY TE3UCY
0 TOM, YTO OrpaHUYeHNs KOHCTUTYLIMOHHBIX NPaB U CBO-
604 rpaxaaH BBOOATCS Al UX Xe 6nara.
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